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"AUTHENTICATION HELL"













A GAME?





"WEIRD RUBY" TRACK

...A program which absolutely should
not exist, yet, defying all reason and

good taste, does....And we want you
to do it in Ruby.



DRAGONRUBY & MRUBY



DRAGONRUBY GAME TOOLKIT

Cross-platform 2D Game Engine

Mac, Linux, Windows

Steam Deck

PS5, Xbox, Nintendo Switch

iOS, Android

Web (WASM)

Write your games in Ruby



DRAGONRUBY

Custom Ruby runtime

Based on mruby

Subset of Ruby language specification

No Gem support

https://mruby.org/


A SIMPLE APP

def tick(args)

args.state.player ||= { x: 100,

y: 100,

w: 50,

h: 50,

path: 'sprites/square/green.png' }

if args.inputs.up

args.state.player.y += 10

elsif args.inputs.down

args.state.player.y -= 10

end

if args.inputs.left

args.state.player.x -= 10

elsif args.inputs.right

args.state.player.x += 10

end

args.outputs.sprites << args.state.player

end



A SIMPLE APP

▶ Demo ↗

https://samples.dragonruby.org/samples/02_input_basics/01_moving_a_sprite/index.html


THE GAME



TECH STACK

DragonRuby game compiled to WASM

Embedded inside a Rails 8 app

Built-in Rails Authentication generator

rotp and webauthn gems



GAME DEMO

▶ Demo ↗

http://localhost:3000/game


PROOF OF CONCEPT



DISCORD TO THE RESCUE



GAME THEME

Player stuck in a training video

Each level is a playlist

Enemies are authentication



CLAUDE DESIGN



AUTHENTICATE IN GAME



TRIGGER AUTHENTICATION (GAME)

def tick(args)

if args.state.collision_request && args.state.collision_request[:complete]

args.state.collision_request = nil

args.state.player.frozen = true

end

args.state.collision_request = DR.http_post(

"http://localhost:3000/games/password/start"

)

if args.state.player.frozen

if !args.state.status_request

args.state.status_request = DR.http_get("http://localhost:3000/games/password/status")

elsif args.state.status_request[:complete]

data = DR.parse_json(args.state.status_request[:response_data])

if data && data["frozen"] == false

args.state.player.frozen = false

end

args.state.status_request = nil

end

end

end



TRIGGER AUTHENTICATION (WEB)

class Games::PasswordChallengeController < ApplicationController

skip_forgery_protection only: :start

def start

Current.session.game_challenges.find_or_create_by!(kind: "password")

Turbo::StreamsChannel.broadcast_append_to(

Current.user, :toasts,

target: "toasts",

partial: "games/password_challenge",

locals: { user: Current.user }

)

head :no_content

end

def status

render json: { locked: Current.session.game_challenges.exists?(kind: "password") }

end

end



RESOLVE AUTHENTICATION (WEB)

class Games::PasswordChallengeController < ApplicationController

def complete

if Current.session.game_challenges.exists?(kind: "password") && Current.user.authenticate(params[:password])

Current.session.game_challenges.where(kind: "password").delete_all

render turbo_stream: turbo_stream.remove("toast")

else

render turbo_stream: turbo_stream.replace(

"toast",

partial: "games/password_challenge",

locals: { user: Current.user, error: "Invalid password. Try again." }

)

end

end

end



WHAT’S NEXT?
Improved communication between game and web app

Client-side communication instead of HTTP

More authentication enemies

Make the game fun



QUESTIONS OR FEEDBACK?

authenticationhell.com kcdragon/authentication-hell

Built with Ruby · Ruby on Rails · DragonRuby · Slidev

https://authenticationhell.com/
https://github.com/kcdragon/authentication-hell
https://www.ruby-lang.org/en/
https://rubyonrails.org/
https://dragonruby.org/
https://sli.dev/

